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Abstract. This paper offers a survey of the emerging field of private{egeer
networks, which can be defined as internet overlays in whiehrésources and
infrastructure are provided by the users, and new users migyain by personal
invitation. The last few years have seen rapid developmiaritss field, many of
which have not previously been described in the researetatiire. We describe
deployed systems, classify them architecturally, andtifesome technical and
social tradeoffs in the design of private peer-to-peer nste:

1 Introduction

Most peer-to-peer networks are designed to be open to thicpabyone can join a
BitTorrent swarm or share files in Gnutella, simply by obiagnthe addresses of other
participants [1, 2]. Even systems designed to protect tivaqy of their users often have
open membership policies [3-5]. This openness enables péadeipation, ensuring
that a large amount of content is available in file sharingvodts, for example, but it
also allows attackers to monitor, join, and disrupt peepger networks [6, 7].

In recent years, pervasive surveillance and censorshipeofrternet and highly
publicised lawsuits against users of file sharing netwoekehed to increasing interest
in private, authenticated sharing between groups of fegBd11]. In a parallel devel-
opment, creators of collaborative software have soughoiobine the flexibility and
autonomy of peer-to-peer networks with the confidentialitg authentication provided
by traditional groupware [12].

The emergence of private peer-to-peer networks has sodaivesl relatively little
attention from the research community — to the best of oundkeage, this paper offers
the first survey of developments in this area since the sdraitiale by Biddleet al.
more than four years ago [11]. Consequently, many of theeat®s in our survey are
to websites rather than to peer-reviewed papers.

The next section defines the scope of this paper and dessobas of the techni-
cal challenges faced by private peer-to-peer networkgide8 provides a survey of
deployed systems, and in section 4 we classify the systechggeaturally and discuss
design tradeoffs. Section 5 concludes the paper.
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2 Background

2.1 Definitions

We define grivate peer-to-peer network as an internet overlay in which the resources
and infrastructure are provided by the users, and new usayonly join the network
by personal invitation. This definition excludes systenags thly on public servers, such
as many online social networks and media sharing websité &, does not necessarily
imply decentralisation — some private peer-to-peer ndts/aise central servers, but
access to those servers is restricted to invited users,rendervers are owned and
operated by users of the network.

Some private peer-to-peer networks allow direct connastlzetween any pair of
users, while others only allow direct connections betwesstsiwho know one another.
We will refer to the former agroup-based networks and the latter afiend-to-friend
networks [13, 14].

2.2 Technical challenges

Firewalls and network address translators create signifigaoblems for peer-to-peer
networks, whether public or private. As the number of iné&rconnected devices in-
creases, a growing proportion of internet users are bemmddleboxes’ of one kind
or another. Unfortunately, techniques for establishingnextions across middleboxes
often require communication with a third party, which caménanplications for privacy
and autonomy [15-17].

Confidentiality and authentication are two areas whereafgipeer-to-peer net-
works have an advantage over public networks. Because #re ksow one another,
it is feasible for them to exchange cryptographic keys dtltand; private peer-to-peer
networks could even be bootstrapped using existing keysrastirelationships, such
as those embodied in the PGP web of trust [18].

Any system in which the infrastructure is provided colleely by the users faces
the problem of encouraging users to contribute resourcegelsas consuming them
[19]. This 'free riding’ problem has been the focus of a gidedl of research in public
peer-to-peer networks [20—23]. It may be safe to assumesthall networks of trusted
users will not suffer from free riding to the same extent dsliginetworks, but resource
contribution could be an issue for some of the larger prinvatsvorks, especially those
that support indirect anonymous communication.

3 Survey of deployed systems

3.1 Group-based networks

Groove [24,25] is a groupware application for creating feldaspaces’ that can span
organisational boundaries. Each member of the group niaggacopy of the shared
space’s state, and encrypted updates are transmitteddo mfmbers when the state
changes. Itis not necessary to maintain connections batevesy pair of members, and
indeed firewalls may make this impossible; members who aablerto communicate



directly can exchange messages through dedicated relagag€s to the shared space
can be made while members are offline, and synchronised legnéconnect.

Two kinds of shared space can be created. In a mutuallyrtigispace, all changes
to the state are authenticated using a single key. This niegessible for members to
spoof updates from other members. In a mutually suspicipasesan authentication
key is generated for each pair of members, preventing smpbfihincreasing the size
of update messages.

Members can only join groups by invitation. The inviter ispensible for commu-
nicating the new member’s encryption and authenticatiors ke the group — a man-
in-the-middle attack is possible at this point, so mességes new members can be
spoofed even in mutually suspicious spaces. Any member viahany other mem-
ber from a group, which is done by creating a new group key eartbinitting it to all
members except the evicted member.

Shinkuro [26] and PowerFolder [27] allow decentralisedugrdased file sharing
on local area networks; wide area connections require st e member of the group
to act as a relay. Each group is associated with a sharedatyeand changes are
synchronised automatically. Direct Connect [28, 29] reggione user to run a server
even on local area networks. The server is used for addresswdiry, keyword searches
and chat.

Octopod [30] avoids the need for central servers by usingsdigdistributed hash
table for address discovery [31]. Each group is associatddanshared directory, and
the group owner can grant read-only or read-write acceshay asers by sending them
the appropriate keys.

WASTE [32, 33] is a group-based network created by Justink&iathe author of
Gnutella. Like Gnutella it supports flooded queries andrsv@ath forwarded replies;
these are used to implement keyword searches, file sharthgtreat. Nodes can relay
one another's messages if all-to-all connectivity is naggilole. Links are encrypted
and optionally padded to a constant traffic level, but themeoi end-to-end encryption
or authentication, so users can eavesdrop on one anothspaofimessages. There are
no group keys, so users can only be evicted by removing tlegs kom every node.

3.2 Friend-to-friend networks

Turtle [34, 35] is a friend-to-friend file sharing networkgiigned for censorship re-
sistance. Searches are flooded through the network, sezsglsrare forwarded back
along the reverse path, and virtual circuits can be estadalifor anonymous file trans-
fer. The virtual circuit architecture is also capable of poning other applications,
including real-time communication.

Turtle uses a novel key agreement protocol in which friendhange personal
guestions, the answers to which are assumed to be known tousets but not to
eavesdroppers. This avoids the need for out-of-band kelgamge, but the strength
of the resulting keys will depend on the extent of the eawasoker's knowledge about
the users.

Version 0.7 of Freenet is also a friend-to-friend networkjeh prevents attackers
from harvesting the addresses of Freenet nodes [36, 373.rélquires a new routing



algorithm, since the previous algorithm depended on nogasiing addresses from
successful queries [3].

The new algorithm implements a distributed hash table witlreular key space.
Whereas conventional distributed hash tables create ctions between nodes to pro-
duce the required topology, Freenet uses a stochasticitalgoto assign suitable lo-
cations to nodes using only the existing connections betrends [38]. All files are
stored in the distributed hash table, allowing publishexs @eaders to remain anony-
mous.

Freenet stores two kinds of data: content hash keys (CHKsighnare blocks of
data identified by their hashes, and signed subspace kels)S&hich are blocks of
data signed with a private key and identified by the hash ofd¢heesponding public key.
SSKs can be updated by anyone who knows the private key ateVest by anyone who
knows the public key, which makes it possible to implementidewange of services
over Freenet, including web browsing, message boards aad.&m SSK keypair can
be derived from a keyword, in which case anyone who knows d¢ygvkrd can retrieve
and update the SSK.

Like Freenet, GNUnet [39] can be configured to connect onlyristed nodes.
GNUnet provides content-based and updatable keys and saggmyword searches
[40]. Queries are routed using randomised flooding, whichhinseem to reveal less
information about users than Freenet'’s social networletbasuting. However, Kugler
[41] describes a statistical attack that makes it possgilen a long series of related
requests, to determine whether the requests are likely® drdginated at a neighbour-
ing node or to have been forwarded on behalf of another nadelas attacks might
be possible against Freenet even though its routing algoiig deterministic, because
related requests are routed independently.

SockeToome [42] enables friend-to-friend file transfetsdeen users with dynamic
IP addresses, but it is arguably not a peer-to-peer netwnde s10 overlay is con-
structed. In anoNet [43], encrypted VPN tunnels betweemfts are connected to form
a multi-hop overlay. The overlay uses standard interndbpods such as BGP, and even
has an internal DNS hierarchy. A reserved network prefix é&xlue avoid accidentally
routing packets between the overlay and the public internet

Easter [44] uses email as a substrate for friend-to-fridedsfiaring. This makes
it possible to circumvent many firewalls, but the protocajuiees frequent polling of
email accounts, which might attract the attention of systeiministrators.

CSpace [45] is a general-purpose friend-to-friend conoedervice based on a
distributed hash table [46]. The connections establislygd®pace can be used for any
application: file sharing, screen sharing and chat have ineglemented so far.

Retroshare [47] is an instant messaging and file sharinganktthat uses a dis-
tributed hash table for address discovery. Users can coticaterindirectly through
mutual friends and request direct connections. Galet [4fignce [49], and Cryptic6
[50] allow friends of friends to communicate in a similar wawt they do not use dis-
tributed hash tables or relay servers for address discosegddresses and encryption
keys must be exchanged out-of-band or through mutuallyad.asiends.



3.3 Other networks

Sneakernet [51] uses small data-carrying devices such b8enphones and memory
sticks to pass information between friends. A gossip-bg@setbcol allows encrypted
messages to travel over multiple hops between a trustedrsamd anonymous users.
Because it relies on a trusted public server, we do not cenSideakernet to be a private
network in the sense defined in section 2.

Many other systems use websites or other public serversoimit@mte peer-to-peer
communication between friends or in private groups. Rdgestime client-server in-
stant messaging networks have also begun to support pgeetosoice and video con-
nections. We consider such systems to be outside the scdpes glurvey because of
their reliance on public servers.

4  Architecture

The private peer-to-peer networks described in the prevémgction can be classified
architecturally along three axes: scale, visibility, ardtcalisation.

1. Scale — does the system consist of isolated local netwodesa single global net-
work?

The issue of scale raises difficult technical and socialetw#fd. Large private net-
works are likely to face many of the same connectivity chagjes as public peer-to-peer
networks, including heterogeneity, churn, and diurnalagtcycles [52, 53]. Because
of their size, they are also more likely to attract the attenof eavesdroppers and at-
tackers. Users may feel less of an obligation to contributgriangers than friends, so
free riding may also be an issue for large networks. On therdthnd, the wider range
of people and resources can make large networks more attrépotential users [54].

Deployed systems deal with these tradeoffs in a variety giswAt one end of the
axis is WASTE, which is designed for small groups of mututllsting users; users can
belong to more than one network, but traffic does not passdsstwetworks. The group
size is limited in practice by the protocol’s use of floodimglahe difficulty of evicting
misbehaving users, which encourages users to be cautiousgiling invitations.

At the other end of the axis is Freenet 0.7, which is desigiebet a "globally
scalable darknet” [55]. Freenet’s routing algorithm isdzhen the assumption that all
users belong to a single small-world social network [381] &mmay not be possible
to merge mature networks without seriously disrupting irautThe ability to merge
networks could be important for growth, because it may beee&s a potential user to
find friends who are interested in setting up a local netwieahtto contact and befriend
a member of an existing network.

GNUnet and Turtle take an intermediate approach: messagede forwarded
anonymously across the friend-to-friend overlay, so lottivorks created by small
groups of users can be merged by establishing friend-émdriconnections between
them. However, GNUnet and Turtle both discover routes byditog, which does not
perform well in large networks; thus even in a merged netwooknmunication may
effectively be confined to local regions of the overlay. hedt communication in Galet,



Alliance and Cryptic6 is explicitly local: friends of friels can communicate pseudony-
mously rather than anonymously, which may allow users tloltug trust in new friends
before connecting to them directly.

One important insight of Biddlet al. is that even when networks are technologi-
cally isolated they are socially connected, because u$ens loelong to more than one
network. Thus it is possible to speak of "the darknet” in teroifi a patchwork of local
"darknets”, even if there is no single network with globadlsc

2. Visibility — can users connect to everyone in the networlgr only to their friends?
Who else can see that they are participating?

The issue of visibility separates group-based networks fivend-to-friend net-
works. This distinction becomes more important as netwgrksv, because any user
may invite a friend who does not know all the other users. Imcaug-based network,
the newly invited user will be able to connect to any existisgr; thus in terms of pri-
vacy, group-based networks become more public as they griogreas friend-to-friend
networks can (at least in theory) remain private at any s¢atBrect communication
through mutual friends, as implemented by Galet, Alliance Retroshare, represents
an intermediate position between group-based and stfiatiyd-to-friend visibility.

Group-based networks could be vulnerable to Sybil attas&} fvhere an attacker
uses multiple identities simultaneously, and whitewag 7], where an attacker changes
identities to escape the consequences of past behaviowx&mple, it is easy to imag-
ine an attacker automatically ‘inviting’ new identitiesdra group more quickly than the
other users can manually evict them. Friend-to-friend eations are not a panacea for
identity-related attacks, but it might be possible to ugedtnucture of social networks
to limit the impact of Sybil attacks [58—60].

Regardless of whether the network is group-based or frierfdend, users may
need to make additional connections to discover the adesexsother users. For ex-
ample, some networks use public distributed hash tableaddress discovery, while
others use external servers for NAT and firewall traver<l [lf participants in a public
network can identify the users of a private network, and apsheven observe which
users connect to which others, then many of the benefits nfjasprivate network will
have been lost.

It may be easier for group-based networks to avoid relyingexternal services
for address discovery, because only one member of the greegsrto have a stable
address; the addresses of other members can be learnedvicbmember. In a friend-
to-friend network, every user must have one friend with blstaddress. Indirect com-
munication through mutual friends could help to allevidiis problem.

3. Centralisation — does the network rely on a central serve?

The conventional wisdom is that centralised peer-to-petwaorks are fragile, and
indeed a number of networks have been successfully shut dgwttacking their cen-
tral servers [10]. However, the risks may be different ivate networks, where servers
can be more or less hidden from untrusted parties. Cergtaiscan make it easier to
manage identities, exchange cryptographic keys and lbarcutrrent addresses of other
users, provided all users trust the central server.



Name Scale |Visibility Centralisation

Direct Connegt.ocal [Group Central server

Groove Local |Group Dedicated relays
PowerFolder |Local [Group Members may act as reldys
Shinkuro Local |Group Members may act as reldys
WASTE Local |Group Members may act as reldys
Easter Local |Friends Email servers

Alliance Flexible|Friends of friends Decentralised

Crypticé Flexible/Friends of friends Decentralised

Galet FlexiblelFriends of friends Decentralised

GNUnet Flexible/Friends Decentralised

Turtle Flexible/Friends Decentralised

anoNet Global |Friends Decentralised

Freenet 0.7 |Global |Friends Decentralised

CSpace Global |Friends, DHT Decentralised (DHT)
Retroshare |Global |Friends of friends, DH [|Decentra|ised (DHT)
Octopod Global |Group, DHT Decentralised (DHT)

Table 1. The architecture of deployed private peer-to-peer netsiork

Direct Connect requires a central server or ‘hub’ for evenug. Many other group-
based networks can operate without servers if all usersrateeosame local area net-
work, but require at least one member to act as a relay for aida communication.
Groove uses dedicated relays that can see who is commungjdatt cannot decrypt
the messages they forward. Easter relies on email servhishare decentralised but
dependent on the centralised domain name system. Mostfatret-to-friend systems
rely on manual port forwarding or hole punching to travergd sland firewalls [15—
17]. Friend-to-friend connections can be lost if both fderchange their addresses at
the same time, and it may be necessary to exchange updatessesithrough an al-
ternative channel such as email.

Octopod, Retroshare and CSpace use distributed hash fabkddress discovery,
which may allow untrusted parties to observe which usersiecinto which others.
Freenet avoids this problem because its DHT implementatibnuses existing friend-
to-friend connections; users can publish their encryptedact details under updatable
keys for their friends to retrieve anonymously.

5 Conclusions

This paper has provided a brief survey of the emerging fielgrofate peer-to-peer
networks, which attempt to combine the flexibility and away of peer-to-peer archi-
tectures with the confidentiality and authentication oflitianal groupware. Deployed
systems can be classified along three architectural axas: $ocal, flexible or global);
visibility (group-based or friend-to-friend); and cedisation. Each of these axes in-
volves tradeoffs affecting the robustness, scalabilitiygey and ease of use that the
resulting systems can provide.



Private peer-to-peer networks are already being used dsfad diverse as business
collaboration, secure file sharing, social networking sgraots political activity, and
censorship-resistant communication. Considering thedamnd sometimes conflicting
requirements raised by these applications, we do not expat@ny single network
will be able to meet the needs of all users; instead we wiltiooie to see a range of
architectures that are adapted to particular uses.
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